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Intune

Azure Information Protection

Microsoft Secure Score

Azure Security Center

Microsoft Intelligent Security Graph

Azure AD & Conditional Access

Windows Defender ATP



How Microsoft Cloud App Security works
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Discovery

Use traffic log data to discover the cloud apps in 

your organization and get detailed insights about 

traffic- and user data

Managing discovered cloud apps

Evaluate the risk of discovered cloud apps and 

take action by sanctioning, tagging or blocking 

them

App connectors

Be alerted on user or file behavior anomalies and 

control the data stored in your cloud apps 

leveraging our API connectors

Conditional Access App Control

Leverage our reverse proxy infrastructure and 

integration with Azure AD Conditional Access to 

configure real-time monitoring and control



DISCOVERY ARCHITECTURE WITH WINDOWS DEFENDER ATP
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Comprehensive protection of sensitive data throughout its lifecycle—across devices, 
apps, cloud services, and on-premises

MICROSOFT INFORMATION PROTECTION SOLUTIONS



PROTECT YOUR FILES AND DATA IN THE CLOUD
Data is ubiquitous and you need to make it accessible and collaborative, while safeguarding it

Understand your data and 
exposure in the cloud

Classify and protect your data no 
matter where it’s stored

Monitor, investigate and 

remediate violations

• Connect your apps via our API-based 

App Connectors

• Visibility into sharing level, 

collaborators and classification labels

• Quantify over-sharing exposure, 

external- and compliance risks

• Govern data in the cloud with 

granular DLP policies

• Leverage Microsoft’s IP 

capabilities for classification

• Extend on-prem DLP solutions

• Automatically protect and 

encrypt your data using Azure 

Information Protection

• Create policies to generate 

alerts and trigger automatic 

governance actions

• Identify policy violations

• Investigate incidents 

and related activities

• Quarantine files, remove 

permissions and notify users



CONDITIONAL ACCESS APP CONTROL

Control access to cloud apps and sensitive

data within apps based on user, location,

device, and app

Context-aware session policies

Limit activities performed within user

sessions in SaaS apps based on user identity,

location, device state, and detected sign-in

risk level.

Unique integration with Azure Active Directory

Enforce browser-based “view only” mode for

low-trust sessions. Classify, label, and protect

on download. Gain visibility into unmanaged

device activity.

Investigate & enforce app and data restrictions



USE CASE: PREVENT DOWNLOAD OF FILES



PROTECTION AGAINST CLOUD THREATS

Malicious Insider

Protect against disgruntled 
employees before they cause 

damage 

Ransomware

Identify ransomware using sophisticated 
behavioral analytics technology

Rogue Application

Identify rouge applications that 
access your data

Compromised Accounts

Combat advanced attackers that leverage 
compromise user credentials

Malware

Detect malware in cloud storage as 
soon as it’s uploaded

Data exfiltration

Detect unusual flow of data outside of 
your organization



Threat detection in Microsoft Cloud App Security

Get alerts 

• Identify high-risk and anomalous usage

• Exfiltration of data to unsanctioned apps

• Rogue 3rd party applications

• Ransomware attacks

Investigate and remediate

• Mitigate ransomware attacks

• Suspend user sessions

• Revoke app (coming)

!



Azure AD
Identity

Protection

Azure 

ATP

Microsoft 

Cloud App 

Security



On Premises Activities – via Azure ATP

Cloud Activities – via Azure AD IP, 
Office 365 and MCAS



On Premises alert – via Azure ATP

Cloud alert – via MCAS

Cloud alert – via Azure AD Identity 
Protection 



Investigation priority score 

Score compared to other users

Abnormal activity

Alert priority

User investigation & User behavior analytics: Vanadium
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